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Executive Summary
This report presents the findings of an organisational readiness assessment against the EU Cyber Resilience Act (Regulation 2024/2847) for Acme Manufacturing. It evaluates whether the organisation has the processes, capabilities and governance in place to achieve CRA compliance across its product portfolio.
Key Findings
Full compliance rate: 56%  |  Readiness rating: Developing
The assessment identified 32 compliance gaps: 9 Critical, 16 High, 6 Medium, 1 Low priority. These gaps require remediation to achieve CRA compliance before the full application date of 11 December 2027.
Strongest domain: Secure by Design & Development (92%)
Weakest domain: Incident Reporting & Communication (50%)
CRA Key Dates
Reporting obligations apply from: 11 September 2026
Full CRA requirements apply from: 11 December 2027
Progress Comparison
Compared against snapshot from 26 February 2026 (Jan 2026)
Full compliance rate: 22% → 56% (+34)
Total gaps: 28 → 32 (+4)
Critical gaps: 9 → 9 (0)
	Domain
	26 February 2026
	Current
	Change

	Secure by Design & Development
	54%
	92%
	+38%

	Vulnerability Management & Handling
	71%
	86%
	+15%

	Product Security Properties
	78%
	79%
	+1%

	Incident Reporting & Communication
	44%
	50%
	+6%

	Technical Documentation & Conformity
	44%
	85%
	+41%

	Supply Chain & Third-Party Components
	67%
	87%
	+20%

	User Information & Transparency
	—
	59%
	New

	Lifecycle & Support Management
	—
	81%
	New




Domain Compliance Analysis
Performance across all CRA requirement domains, sorted by compliance score.
	Domain
	Description
	Score
	Status

	Secure by Design & Development
	Integrating cybersecurity throughout the product development lifecycle including threat modelling, secure coding and security testing.
	92%
	Strong

	Supply Chain & Third-Party Components
	Due diligence over third-party components, open-source governance and SBOM generation capability.
	87%
	Strong

	Vulnerability Management & Handling
	Identifying, documenting and remediating vulnerabilities, managing coordinated disclosure and third-party component vulnerability sharing, auto-update delivery with opt-out, public vulnerability advisory publication and ongoing security testing across the product portfolio.
	86%
	Strong

	Technical Documentation & Conformity
	Processes for technical documentation, EU Declarations of Conformity, CE marking, product classification against Annex III/IV, cybersecurity risk assessments, 10-year documentation retention and market surveillance authority cooperation.
	85%
	Strong

	Lifecycle & Support Management
	Capability to provide security updates throughout support periods, non-conformity corrective action readiness, security logging standards with user opt-out and business continuity arrangements for CRA obligations.
	81%
	Strong

	Product Security Properties
	Organisational standards for access control, data protection, encryption, integrity monitoring and corruption detection, data minimisation, exploitation mitigation, secure data removal, attack surface minimisation, connected device impact minimisation and resilience.
	79%
	Strong

	User Information & Transparency
	Standards for user documentation, security instructions, manufacturer identification and labelling, and support period communication.
	59%
	Developing

	Incident Reporting & Communication
	Procedures for reporting to CSIRT/ENISA within mandated timeframes and notifying affected users.
	50%
	Developing




Compliance Gap Register
32 gaps identified requiring remediation, sorted by domain. Each gap includes the current compliance status, CRA article reference, and specific recommendation.
	Gap
	Status
	CRA Ref
	Risk
	Recommendation

	No CRA incident reporting procedures
	Partial
	Article 14
	Missed reporting deadlines constitute a direct CRA violation with potential regulatory penalties
	Implement Article 14 reporting procedures (24-hour early warning, 72-hour notification, 14-day final report). Pre-register with CSIRT and ENISA and validate through exercises.

	No user incident notification procedures
	In Progress
	Article 14(8)
	Uninformed users cannot take protective action, amplifying the impact of security incidents
	Develop user notification procedures with templates, affected user identification and remediation guidance. Test regularly across the product portfolio.

	No pre-registration with CSIRT or ENISA reporting platform
	In Progress
	Article 14, Article 16
	The 24-hour early warning deadline may be missed when an actively exploited vulnerability is discovered
	Identify and pre-register with the designated CSIRT(s) and ENISA reporting platform for each target Member State. Test submission processes.

	No internal escalation criteria for CRA reporting triggers
	In Progress
	Article 14
	Reportable events may go unidentified or reporting may exceed mandated timeframes, resulting in non-compliance
	Develop escalation procedures with decision trees for Article 14 reporting triggers. Define actively exploited vulnerability criteria and assign decision-making roles.

	No CRA incident reporting exercises conducted
	In Progress
	Article 14
	Untested reporting procedures may fail during real incidents, causing missed deadlines and incomplete notifications
	Conduct periodic tabletop exercises testing the full CRA reporting chain (24-hour, 72-hour and 14-day timelines). Document findings and track remediation.

	No security logging standards for products
	Partial
	Annex I Part I(2)(l), Annex I Part I(3)(h)(i)
	Security incidents may go undetected and uninvestigated, and missing opt-out mechanisms violate CRA user rights
	Define security event logging standards covering event types, format, retention, monitoring and log protection. Include a user opt-out mechanism.

	No CRA cessation of operations arrangements
	Partial
	Article 13(23)
	Users lose security updates if the organisation ceases operations, and Article 13(23) notification obligations may go unmet
	Develop business continuity arrangements covering cessation notification, succession plans (e.g. source code escrow), documentation handover and acquisition contingencies. Review annually.

	No end-of-support transition procedures
	Partial
	Article 13(6)(7)(8), Annex II(3)
	Users may remain unaware that security updates have ceased, leaving them exposed on unsupported products
	Establish end-of-support procedures with advance notification (6–12 months minimum), final hardening guidance and migration advice.

	No formal post-market surveillance plan covering continuous monitoring, threat intelligence and corrective action triggers
	In Progress
	Article 15, Article 10(2), Article 10(12)
	Emerging threats and field vulnerabilities in marketed products may go unidentified, delaying response and risking non-compliance
	Develop a post-market surveillance plan with continuous vulnerability monitoring, threat intelligence, periodic reviews and defined corrective action triggers.

	No secure data removal or portability standards
	Partial
	Annex I Part I(2)(m)
	Residual user data remains exposed on decommissioned products, violating CRA Annex I requirements
	Require secure data erasure and factory reset capability across all products. Verify data removal during security testing.

	No default service minimisation standards
	In Progress
	Annex I Part I(2)(i), Annex I Part I(3)(f)
	Unnecessary interfaces and services expand the attack surface available to adversaries
	Require only necessary interfaces, ports and services enabled by default. Mandate attack surface review and documented justification during development.

	No security standards for cloud backends, web dashboards and remote management interfaces
	In Progress
	Annex I Part I(1)(a)(b)(c), Article 10(1)
	Cloud backends and web interfaces may be compromised through weak authentication, missing MFA or poor session management
	Define security standards for cloud backends and web interfaces covering MFA for admin access, RBAC, secure sessions, rate limiting and event logging.

	No standards for log retention, tamper protection or evidence preservation in products
	In Progress
	Annex I Part I(1)(f), Article 10(1)
	Security incidents cannot be properly investigated and forensic evidence may be lost or manipulated
	Define product logging standards with risk-based retention periods, tamper protection (e.g. append-only storage, cryptographic chaining) and secure forensic export.

	No security architecture review process
	Partial
	Article 13(1), Annex I Part I(1)
	Fundamental design weaknesses may be embedded in products that cannot be resolved through patching
	Establish a mandatory security architecture review for all new products and significant changes, covering trust boundaries, data flows, authentication and encryption.

	No reassessment process for substantial modifications
	Partial
	Article 13(1), Article 22
	Unrecognised substantial modifications may invalidate conformity assessments, placing non-conforming products on the market
	Define criteria for substantial modifications per Article 22 with a change impact assessment process triggering re-evaluation, documentation updates and renewed conformity assessment.

	Insufficient supply chain due diligence
	Partial
	Article 13(4), Annex I Part II(1)
	Vulnerable third-party components may compromise the entire product portfolio with manufacturer liability
	Establish a component governance framework with security assessment criteria, vulnerability monitoring, licence compliance and an approved component registry.

	No continuous component vulnerability monitoring
	Partial
	Article 13(4), Annex I Part II(1)(2)
	Newly disclosed dependency vulnerabilities may go undetected, leaving products exposed to known exploits
	Deploy continuous vulnerability monitoring integrated with SBOM data. Set alerting thresholds by severity and define response procedures.

	No technical documentation process covering all Annex VII requirements
	In Progress
	Article 13(5), Article 31, Annex VII
	Inability to demonstrate conformity through complete documentation risks EU market access for affected products
	Develop Annex VII documentation templates covering product description, architecture, risk assessment, test reports and vulnerability handling including SBOM.

	No product cybersecurity risk assessment methodology
	Partial
	Article 13(2)(3), Annex VII
	Incomplete or inconsistent risk assessments may result in technical documentation that does not meet CRA requirements
	Develop a standardised risk assessment methodology covering intended use, foreseeable misuse, threat landscape and vulnerability impact with lifecycle review requirements.

	No documentation retention procedures for CRA compliance
	In Progress
	Article 13(13)
	Inability to produce documentation on authority request may result in product withdrawal from the market
	Implement a document management system with 10-year retention for technical documentation, Declarations of Conformity and user information, including access controls and backups.

	No governance framework for substantial modification identification and CRA re-assessment triggers
	Partial
	Article 3(31), Article 22, Annex VII
	Non-conforming products may remain on the market with invalid conformity declarations after unrecognised changes
	Establish governance for classifying substantial modifications per Articles 3(31) and 22. Trigger re-assessment, documentation updates and renewed conformity assessment where applicable.

	No user information standards aligned to Annex II
	In Progress
	Annex II, Article 13(18)
	User documentation may omit required CRA disclosures, creating compliance gaps across the portfolio
	Create Annex II documentation templates covering intended purpose, secure installation, support period, update procedures, misuse risks, vulnerability contact and SBOM availability.

	No support period policy
	In Progress
	Article 13(6)(7)(8)
	Support periods may fall below the CRA five-year minimum, creating user uncertainty and non-compliance
	Define support periods for each product (minimum 5 years or expected lifetime). Communicate clearly before purchase and establish end-of-support transition procedures.

	No product identification and labelling standards
	Partial
	Article 13(15)(16)
	Untraceable products without proper identification markings fail basic CRA market placement requirements
	Define product identification standards including type, batch/serial numbers and manufacturer contact details. Integrate labelling verification into pre-release checks.

	No foreseeable misuse risk disclosure process
	Partial
	Annex II(5), Article 13(18)
	Users may unknowingly misuse products in ways that create security exposure, breaching Annex II point 5
	Integrate foreseeable misuse scenarios into product risk assessments. Document in user materials per Annex II and review periodically.

	No published vulnerability reporting contact
	Partial
	Annex II(7), Annex I Part II(5)
	Users and researchers cannot report vulnerabilities, breaching Annex II point 7 requirements
	Publish a single vulnerability reporting contact (e.g. security.txt) referenced in product documentation, packaging and the corporate website.

	No standards for secure configuration instructions accompanying products
	Not Compliant
	Annex II(2), Article 13(18)
	Users may deploy products in insecure configurations, undermining built-in security and increasing attack exposure
	Develop secure configuration instruction templates covering installation, recommended settings and maintenance in clear, accessible language per Annex II.

	No SBOM disclosure process for users and authorities
	Partial
	Annex II(9), Annex VII(e), Article 13(18)
	Unavailable SBOM information breaches CRA user information obligations and may hinder authority investigations
	Develop SBOM disclosure procedures with a request mechanism for users and authorities. Maintain SBOMs in CycloneDX or SPDX format, updated per release.

	Inadequate security update capability
	Partial
	Annex I Part I(2)(c), Annex I Part II(2)(7)(8)
	Users remain exposed to known vulnerabilities for extended periods, breaching CRA update delivery requirements
	Establish a patch development and distribution capability with severity-based SLAs and automatic security updates enabled by default with opt-out options.

	No coordinated disclosure policy or component vulnerability sharing
	Partial
	Annex I Part II(5)(6)
	Vulnerabilities go unreported by researchers and third-party risks propagate undetected across the supply chain
	Publish a coordinated vulnerability disclosure policy with a dedicated security contact (e.g. security.txt), defined response timelines and procedures for upstream/downstream information sharing.

	No post-patch vulnerability disclosure process
	In Progress
	Annex I Part II(4)
	Users cannot assess update urgency and researchers cannot verify fixes, undermining CRA transparency obligations
	Establish a process for publishing security advisories with each update, including affected products, CVSS severity and remediation guidance.

	No ongoing security testing programme
	Partial
	Annex I Part II(3)
	Post-release vulnerabilities from environment changes or dependency updates may go undetected across the portfolio
	Establish an ongoing security testing programme including penetration testing, vulnerability scanning and regression testing, with frequency set by product risk.




Compliance Gaps by Risk Level
All gaps sorted by inherent risk, with highest risk items listed first. Risk level is derived from domain criticality and current compliance status.
	Risk Description
	Gap
	Risk Level

	The 24-hour early warning deadline may be missed when an actively exploited vulnerability is discovered
	No pre-registration with CSIRT or ENISA reporting platform
	High

	Inability to demonstrate conformity through complete documentation risks EU market access for affected products
	No technical documentation process covering all Annex VII requirements
	High

	Users cannot assess update urgency and researchers cannot verify fixes, undermining CRA transparency obligations
	No post-patch vulnerability disclosure process
	High

	Uninformed users cannot take protective action, amplifying the impact of security incidents
	No user incident notification procedures
	High

	Reportable events may go unidentified or reporting may exceed mandated timeframes, resulting in non-compliance
	No internal escalation criteria for CRA reporting triggers
	High

	Untested reporting procedures may fail during real incidents, causing missed deadlines and incomplete notifications
	No CRA incident reporting exercises conducted
	High

	Inability to produce documentation on authority request may result in product withdrawal from the market
	No documentation retention procedures for CRA compliance
	High

	Users may deploy products in insecure configurations, undermining built-in security and increasing attack exposure
	No standards for secure configuration instructions accompanying products
	High

	Users remain exposed to known vulnerabilities for extended periods, breaching CRA update delivery requirements
	Inadequate security update capability
	Medium

	Vulnerabilities go unreported by researchers and third-party risks propagate undetected across the supply chain
	No coordinated disclosure policy or component vulnerability sharing
	Medium

	Post-release vulnerabilities from environment changes or dependency updates may go undetected across the portfolio
	No ongoing security testing programme
	Medium

	Missed reporting deadlines constitute a direct CRA violation with potential regulatory penalties
	No CRA incident reporting procedures
	Medium

	Incomplete or inconsistent risk assessments may result in technical documentation that does not meet CRA requirements
	No product cybersecurity risk assessment methodology
	Medium

	Non-conforming products may remain on the market with invalid conformity declarations after unrecognised changes
	No governance framework for substantial modification identification and CRA re-assessment triggers
	Medium

	Fundamental design weaknesses may be embedded in products that cannot be resolved through patching
	No security architecture review process
	Medium

	Unrecognised substantial modifications may invalidate conformity assessments, placing non-conforming products on the market
	No reassessment process for substantial modifications
	Medium

	Cloud backends and web interfaces may be compromised through weak authentication, missing MFA or poor session management
	No security standards for cloud backends, web dashboards and remote management interfaces
	Medium

	Security incidents cannot be properly investigated and forensic evidence may be lost or manipulated
	No standards for log retention, tamper protection or evidence preservation in products
	Medium

	Vulnerable third-party components may compromise the entire product portfolio with manufacturer liability
	Insufficient supply chain due diligence
	Medium

	Newly disclosed dependency vulnerabilities may go undetected, leaving products exposed to known exploits
	No continuous component vulnerability monitoring
	Medium

	Residual user data remains exposed on decommissioned products, violating CRA Annex I requirements
	No secure data removal or portability standards
	Medium

	Unnecessary interfaces and services expand the attack surface available to adversaries
	No default service minimisation standards
	Medium

	Emerging threats and field vulnerabilities in marketed products may go unidentified, delaying response and risking non-compliance
	No formal post-market surveillance plan covering continuous monitoring, threat intelligence and corrective action triggers
	Low

	Support periods may fall below the CRA five-year minimum, creating user uncertainty and non-compliance
	No support period policy
	Low

	Untraceable products without proper identification markings fail basic CRA market placement requirements
	No product identification and labelling standards
	Low

	Users and researchers cannot report vulnerabilities, breaching Annex II point 7 requirements
	No published vulnerability reporting contact
	Low

	Unavailable SBOM information breaches CRA user information obligations and may hinder authority investigations
	No SBOM disclosure process for users and authorities
	Low

	User documentation may omit required CRA disclosures, creating compliance gaps across the portfolio
	No user information standards aligned to Annex II
	Low

	Users may unknowingly misuse products in ways that create security exposure, breaching Annex II point 5
	No foreseeable misuse risk disclosure process
	Low

	Security incidents may go undetected and uninvestigated, and missing opt-out mechanisms violate CRA user rights
	No security logging standards for products
	Low

	Users lose security updates if the organisation ceases operations, and Article 13(23) notification obligations may go unmet
	No CRA cessation of operations arrangements
	Low

	Users may remain unaware that security updates have ceased, leaving them exposed on unsupported products
	No end-of-support transition procedures
	Low




Recommended Prioritised Remediation Plan
Prioritised by risk level, then estimated implementation effort. Address high-risk, low-effort items first for maximum impact. Critical gaps should be resolved before the CRA reporting obligations commence on 11 September 2026.
	#
	Action
	Recommendation
	Gap
	Risk
	Effort

	1
	Develop CRA-compliant technical documentation framework aligned to all Annex VII elements
	Develop Annex VII documentation templates covering product description, architecture, risk assessment, test reports and vulnerability handling including SBOM.
	No technical documentation process covering all Annex VII requirements
	High
	Low

	2
	Establish vulnerability advisory publication procedures
	Establish a process for publishing security advisories with each update, including affected products, CVSS severity and remediation guidance.
	No post-patch vulnerability disclosure process
	High
	Low

	3
	Establish user notification procedures for security incidents
	Develop user notification procedures with templates, affected user identification and remediation guidance. Test regularly across the product portfolio.
	No user incident notification procedures
	High
	Low

	4
	Develop internal escalation procedures and CRA reporting trigger criteria
	Develop escalation procedures with decision trees for Article 14 reporting triggers. Define actively exploited vulnerability criteria and assign decision-making roles.
	No internal escalation criteria for CRA reporting triggers
	High
	Low

	5
	Conduct tabletop exercises validating CRA reporting procedures
	Conduct periodic tabletop exercises testing the full CRA reporting chain (24-hour, 72-hour and 14-day timelines). Document findings and track remediation.
	No CRA incident reporting exercises conducted
	High
	Low

	6
	Establish CRA-compliant documentation retention and archival procedures
	Implement a document management system with 10-year retention for technical documentation, Declarations of Conformity and user information, including access controls and backups.
	No documentation retention procedures for CRA compliance
	High
	Low

	7
	Develop secure configuration instruction standards for all products
	Develop secure configuration instruction templates covering installation, recommended settings and maintenance in clear, accessible language per Annex II.
	No standards for secure configuration instructions accompanying products
	High
	Low

	8
	Pre-register with designated CSIRT and ENISA single reporting platform
	Identify and pre-register with the designated CSIRT(s) and ENISA reporting platform for each target Member State. Test submission processes.
	No pre-registration with CSIRT or ENISA reporting platform
	High
	Medium

	9
	Publish and operationalise a vulnerability disclosure policy with third-party component coverage
	Publish a coordinated vulnerability disclosure policy with a dedicated security contact (e.g. security.txt), defined response timelines and procedures for upstream/downstream information sharing.
	No coordinated disclosure policy or component vulnerability sharing
	Medium
	Low

	10
	Establish CRA-compliant incident reporting procedures
	Implement Article 14 reporting procedures (24-hour early warning, 72-hour notification, 14-day final report). Pre-register with CSIRT and ENISA and validate through exercises.
	No CRA incident reporting procedures
	Medium
	Low

	11
	Establish a substantial modification governance framework with clear classification criteria and re-assessment triggers
	Establish governance for classifying substantial modifications per Articles 3(31) and 22. Trigger re-assessment, documentation updates and renewed conformity assessment where applicable.
	No governance framework for substantial modification identification and CRA re-assessment triggers
	Medium
	Low

	12
	Establish formal security architecture review for products
	Establish a mandatory security architecture review for all new products and significant changes, covering trust boundaries, data flows, authentication and encryption.
	No security architecture review process
	Medium
	Low

	13
	Implement substantial modification identification and reassessment procedures
	Define criteria for substantial modifications per Article 22 with a change impact assessment process triggering re-evaluation, documentation updates and renewed conformity assessment.
	No reassessment process for substantial modifications
	Medium
	Low

	14
	Establish security standards for all cloud and web-facing product components
	Define security standards for cloud backends and web interfaces covering MFA for admin access, RBAC, secure sessions, rate limiting and event logging.
	No security standards for cloud backends, web dashboards and remote management interfaces
	Medium
	Low

	15
	Establish log retention, integrity protection and forensic readiness standards for products
	Define product logging standards with risk-based retention periods, tamper protection (e.g. append-only storage, cryptographic chaining) and secure forensic export.
	No standards for log retention, tamper protection or evidence preservation in products
	Medium
	Low

	16
	Implement organisation-wide component security governance
	Establish a component governance framework with security assessment criteria, vulnerability monitoring, licence compliance and an approved component registry.
	Insufficient supply chain due diligence
	Medium
	Low

	17
	Implement continuous dependency vulnerability monitoring
	Deploy continuous vulnerability monitoring integrated with SBOM data. Set alerting thresholds by severity and define response procedures.
	No continuous component vulnerability monitoring
	Medium
	Low

	18
	Establish secure data erasure and portability requirements
	Require secure data erasure and factory reset capability across all products. Verify data removal during security testing.
	No secure data removal or portability standards
	Medium
	Low

	19
	Implement network interface and service minimisation requirements
	Require only necessary interfaces, ports and services enabled by default. Mandate attack surface review and documented justification during development.
	No default service minimisation standards
	Medium
	Low

	20
	Develop a standardised product risk assessment methodology
	Develop a standardised risk assessment methodology covering intended use, foreseeable misuse, threat landscape and vulnerability impact with lifecycle review requirements.
	No product cybersecurity risk assessment methodology
	Medium
	Medium

	21
	Build rapid patch development and distribution infrastructure with auto-update and update separation
	Establish a patch development and distribution capability with severity-based SLAs and automatic security updates enabled by default with opt-out options.
	Inadequate security update capability
	Medium
	High

	22
	Implement lifecycle security testing across the product portfolio
	Establish an ongoing security testing programme including penetration testing, vulnerability scanning and regression testing, with frequency set by product risk.
	No ongoing security testing programme
	Medium
	High

	23
	Develop and implement a comprehensive post-market surveillance plan per Article 15
	Develop a post-market surveillance plan with continuous vulnerability monitoring, threat intelligence, periodic reviews and defined corrective action triggers.
	No formal post-market surveillance plan covering continuous monitoring, threat intelligence and corrective action triggers
	Low
	Low

	24
	Establish support period policy and communication requirements
	Define support periods for each product (minimum 5 years or expected lifetime). Communicate clearly before purchase and establish end-of-support transition procedures.
	No support period policy
	Low
	Low

	25
	Establish CRA-compliant product identification and labelling requirements
	Define product identification standards including type, batch/serial numbers and manufacturer contact details. Integrate labelling verification into pre-release checks.
	No product identification and labelling standards
	Low
	Low

	26
	Establish and publish a single point of contact for vulnerability reporting
	Publish a single vulnerability reporting contact (e.g. security.txt) referenced in product documentation, packaging and the corporate website.
	No published vulnerability reporting contact
	Low
	Low

	27
	Establish SBOM disclosure procedures for users and market surveillance authorities
	Develop SBOM disclosure procedures with a request mechanism for users and authorities. Maintain SBOMs in CycloneDX or SPDX format, updated per release.
	No SBOM disclosure process for users and authorities
	Low
	Low

	28
	Develop standardised user security documentation requirements covering all Annex II points
	Create Annex II documentation templates covering intended purpose, secure installation, support period, update procedures, misuse risks, vulnerability contact and SBOM availability.
	No user information standards aligned to Annex II
	Low
	Low

	29
	Implement foreseeable misuse risk identification and user disclosure
	Integrate foreseeable misuse scenarios into product risk assessments. Document in user materials per Annex II and review periodically.
	No foreseeable misuse risk disclosure process
	Low
	Low

	30
	Develop security logging and monitoring design standards with user opt-out
	Define security event logging standards covering event types, format, retention, monitoring and log protection. Include a user opt-out mechanism.
	No security logging standards for products
	Low
	Low

	31
	Establish business continuity plans covering CRA regulatory obligations
	Develop business continuity arrangements covering cessation notification, succession plans (e.g. source code escrow), documentation handover and acquisition contingencies. Review annually.
	No CRA cessation of operations arrangements
	Low
	Low

	32
	Develop end-of-support transition management procedures
	Establish end-of-support procedures with advance notification (6–12 months minimum), final hardening guidance and migration advice.
	No end-of-support transition procedures
	Low
	Low




Evidence Collection Progress
Summary of evidence documentation status by domain. Evidence should be retained to support conformity assessment and market surveillance requests.
	Domain
	Evidence Provided
	Evidence Missing
	% Complete

	Secure by Design & Development
	0
	8
	0%

	Vulnerability Management & Handling
	0
	12
	0%

	Product Security Properties
	0
	11
	0%

	Incident Reporting & Communication
	0
	6
	0%

	Technical Documentation & Conformity
	0
	13
	0%

	Supply Chain & Third-Party Components
	0
	5
	0%

	User Information & Transparency
	0
	9
	0%

	Lifecycle & Support Management
	0
	9
	0%

	Total
	0
	73
	0%




Question-Level Changes
Individual requirement status changes compared against snapshot from 26 Feb 2026 (Jan 2026).
▲ Improvements (13)
	Requirement
	Previous
	Current

	Are there standards and processes to ensure products are delivered with secure default configurations?
	Not Compliant
	Compliant

	Is threat modelling formally applied during the design phase of all products with digital elements?
	Not Compliant
	Compliant

	Are there secure coding standards and practices mandated across all development teams?
	In Progress
	Compliant

	Are automated security testing tools (SAST, DAST, SCA) integrated into the development and build pipelines?
	Partial
	Compliant

	Are there defined processes for handling vulnerability reports received from external parties including security researchers?
	Partial
	Compliant

	Are there organisational requirements for minimising attack surfaces, ensuring product resilience, reducing impact on connected devices and implementing exploitation mitigation?
	Partial
	Compliant

	Are there organisational standards requiring products to implement data minimisation principles?
	Partial
	Compliant

	Are there organisational requirements for products to implement secure boot and firmware integrity verification?
	Partial
	Compliant

	Are there organisational standards for the secure storage and handling of credentials, keys and secrets within products?
	In Progress
	Compliant

	Are there processes for reporting any severe incident having an impact on the security of a product to the relevant market surveillance authority?
	Partial
	Compliant

	Is the organisation prepared to complete EU Declarations of Conformity and apply CE marking to products?
	In Progress
	Compliant

	Has the organisation classified its products against CRA Annex III and Annex IV to determine the applicable conformity assessment procedures?
	Partial
	Compliant

	Is there an organisational capability to generate and maintain Software Bills of Materials (SBOMs) for products?
	Partial
	Compliant


▼ Regressions (2)
	Requirement
	Previous
	Current

	Are there organisational standards requiring products to limit or disable unnecessary network interfaces, ports and services by default?
	Compliant
	In Progress

	Are there organisational standards for securing cloud backends, web dashboards and remote management interfaces associated with products, including authentication, MFA, session management, access control and logging?
	Compliant
	In Progress




Glossary of Terms
This glossary explains key terms used throughout this assessment to help readers understand the regulatory and technical concepts.
	Term
	Description

	Annex I
	The section of the CRA listing the essential cybersecurity requirements for products with digital elements, split into Part I (security properties) and Part II (vulnerability handling).

	Annex II
	The section of the CRA specifying the information and instructions that must be provided to users of products with digital elements.

	CE Marking
	Conformité Européenne. A marking affixed to products indicating conformity with EU health, safety, and environmental requirements. Required for CRA compliance.

	Conformity Assessment
	The process of evaluating whether a product meets the essential requirements of the CRA. May be self-assessed (Module A) or require third-party assessment (Modules B+C or H).

	Coordinated Vulnerability Disclosure
	A structured process through which vulnerabilities are reported to the manufacturer, allowing remediation before public disclosure.

	CRA
	Cyber Resilience Act (Regulation (EU) 2024/2847). EU regulation establishing cybersecurity requirements for products with digital elements placed on the EU market.

	CSIRT
	Computer Security Incident Response Team. Under the CRA, manufacturers must report actively exploited vulnerabilities to designated CSIRTs within 24 hours.

	ENISA
	European Union Agency for Cybersecurity. The EU agency dedicated to achieving a high common level of cybersecurity. Receives vulnerability reports alongside CSIRTs under the CRA.

	EU Declaration of Conformity
	A document in which the manufacturer formally declares that a product meets the essential requirements of the CRA and other applicable EU regulations.

	Module A
	Internal production control. A conformity assessment procedure where the manufacturer self-assesses compliance. Available for default (non-critical, non-important) products.

	Module B+C
	EU-type examination plus conformity to type. A third-party conformity assessment involving examination of the technical design by a notified body.

	Module H
	Full quality assurance. A conformity assessment based on a comprehensive quality management system covering design, production and testing.

	Open-Source Software
	Software with source code that is publicly available. The CRA applies to commercial entities that integrate open-source components into products placed on the EU market.

	PDE
	Product with Digital Elements. Any software or hardware product with a direct or indirect data connection to a device or network. The core scope of the CRA.

	SBOM
	Software Bill of Materials. A structured list of all components, libraries and dependencies in a software product. Required to be available upon request under the CRA.

	Secure by Default
	The principle that products should be configured with the most secure settings out of the box, without requiring users to enable security features.

	Security Update
	A software update that addresses one or more security vulnerabilities or improves the security of a product. Must be provided free of charge under the CRA.

	Support Period
	The timeframe during which a manufacturer must handle vulnerabilities and provide security updates. Minimum 5 years under the CRA (or expected product lifetime if shorter).

	Technical Documentation
	Documentation per Annex VII demonstrating how a product meets CRA requirements, including product description, design information, risk assessment, and applied standards.

	Vulnerability
	A weakness in a product with digital elements that could be exploited to compromise its security properties.




Important Disclaimer
Self-Assessment Tool Only
This report is generated by a self-assessment tool designed to help organisations understand their readiness for compliance with the EU Cyber Resilience Act (Regulation 2024/2847). It is not a formal conformity assessment, audit, certification, or legal opinion.
No Guarantee of Compliance
Achieving a high score in this assessment does not guarantee compliance with the CRA or any other EU regulation. This organisational readiness assessment does not replace product-level conformity assessment procedures required under the CRA (Modules A, B+C, or H as applicable). Individual products must still undergo their own conformity assessment before being placed on the EU market.
Accuracy and Completeness
The accuracy and reliability of this report depends entirely on the accuracy and completeness of your responses. You are solely responsible for ensuring that your answers truthfully reflect your organisation's current processes, capabilities, and governance. Inaccurate or incomplete responses will result in misleading findings and recommendations.
Evidence Retention
You should retain documented evidence supporting your responses for conformity assessment, audit and market surveillance purposes. This tool does not validate or verify the existence of controls — it relies solely on self-reported information.
Professional Advice
This tool is provided for guidance purposes only. For formal compliance decisions, conformity assessment procedures, or regulatory submissions, you should engage qualified cybersecurity professionals, legal advisors, notified bodies, or accredited assessors as appropriate.
Limitation of Liability
CyberAssure Pty Ltd accepts no liability for any decisions made, actions taken, or outcomes arising from the use of this assessment tool or its generated reports. Use of this tool is entirely at your own risk.
© CyberAssure Pty Ltd. All rights reserved.
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